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Introduction

Purpose

This manual provides network-specific information for stores running Passport™ V12

systems at Phillips 66® stores using the HPS-Dallas network.

IMPORTANT INFORMATION

preparations for enabling EMV for the store.

are:

EMV.

Upgrading to Passport V12 requires advance notice to the HPS-Dallas network that
the site is implementing EMVe functionality on Passport. EMV functionality affects
inside and outside transactions. At least two full days before the scheduled upgrade,
advise the merchant to contact the HPS-Dallas network and explain that the site is
implementing an upgrade to Passport to enable EMV. The merchant should advise the
network representative of the date the upgrade is to take place, and request the network to
prepare to enable EMV with appropriate parameter downloads on that date. Ask the
merchant to let you know if the network is unable or unwilling to make the necessary

On the day of the scheduled upgrade, verify the merchant or store manager has notified
the HPS-Dallas network of the need to prepare to enable EMV network communication. If
the merchant or store manager has not notified the HPS-Dallas network of the need to
enable EMV network communication, call the network on behalf of the merchant or store
manager. Ask the network representative if they can expedite enabling EMV functionality
for the store within four hours. If the network representative indicates that there is a
possibility of enabling EMV on the network within the next four hours, continue with the
upgrade. Otherwise, consult the merchant or store manager regarding your options, that

» Upgrade without enabling EMV and return later for the PDL Download to enable EMV.
» Arrange a later date for the upgrade, after the network has sufficient time to enable

Intended Audience

The audience for this document includes merchants, cashiers, store managers, and
Passport-certified Gilbarco®-Authorized Service Contractors (ASC).

February 2020

Note: Leave this manual at the site for the manager’s reference. This manual is available for
download by Passport-certified ASCs on Gilbarco Online Documentation (GOLDsW).

REVIEW AND FULLY UNDERSTAND THE MANUAL BEFORE BEGINNING THE

UPGRADE OR INSTALLATION OF PASSPORT V12 FOR PHILLIPS 66.
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Abbreviations and Acronyms

Term

Description

AID

Application Identifier

ANSI

American National Standards Institute

ASC

Authorized Service Contractor

BOS

Back Office System

CATS

Category 5

CD

Compact Disc

CRIND®

Card Reader in Dispenser

CWSs

Cashier Workstation

DMz

Demilitarized Zone

EDH

Enhanced Dispenser Hub

EMV

Europay®, MasterCard®, and Visa®

FDC

First Data Corporation

GDS

Gilbarco Deployment Service

GOLD

Gilbarco Online Documentation

MWS

Manager Workstation

PA-DSS

Payment Application Data Security Standard

PC

Personal Computer

PCATS

Petroleum Convenience Alliance for Technology Standards

PDL

Parameter Data Load or Parameter Download

PLU

Price Look Up

POS

Point of Sale

PPU

Price per Unit

RAS

Remote Access Service

SAF

Store and Forward

SDES

Single Data Encryption Standard

SR

System Recovery

SvC

Stored Value Card

TCP

Transmission Control Protocol

TDES

Triple Data Encryption Standard

TLS

Tank Level Sensor (Tank Layer Security)

ubP

User Datagram Protocol

uPC

Universal Product Code

WAN

Wide Area Network

WEX

Wright Express

WaM

Weights and Measures
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Technical Support

If you are a store manager or merchant and you need assistance with your Passport system,
contact Gilbarco at 1-800-800-7498.

If you are an ASC and need to verify RAS connection or activate a Passport feature, contact
Gilbarco at 1-800-800-7498. If you need assistance with an upgrade or installation issue,
contact Gilbarco at 1-800-743-7501. Be prepared to provide your ASC ID.

To contact the Phillips 66 Help Desk, contact 1-800-426-3696.

Network Data Retention

Phillips 66 determines the length of time the Passport system must save network transaction
details. The HPS-Dallas network transmits this value to the Passport system in the Table 30
download. This network setting is not editable on the Passport system. To determine the
number of days Passport keeps network transactions for your store, refer to the value in the
STORAGE LIMIT field within the Table 30 section of the Network Configuration Report.

In addition to meeting the Payment Application Data Security Standard (PA-DSS) compliance
requirements, network data retention allows retailers to use the Backup Journals/Reports
utility to save one full month of Passport system data on a single CD. For additional
information on saving journals and reports to CD, refer to MDE-5025 Passport V9+ System
Reference Manual.

Page 4
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What’s New in Passport V12 at Phillips 66 Stores

WEX Merchant Bulletin No. 20171001-2

Starting with version 12, Passport enables support of the Technical Specification Compliance
Policy, effective January 1, 2019. The year 2020 compliance requirements of this notice will
be part of a future release. Sites that are not compliant will face penalties via an increase in
interchange rates. For more information on merchant requirements and penalties, contact
WEX at merchantInquiry(@wexinc.com.

Host Base Discounts are now being applied on mobile transactions.

What’s New in Passport V11.02 for Phillips 66 Stores

The following features have been updated or are new for Phillips 66 stores.

Network Connection Type

Stores that are configured for User Datagram Protocol (UDP) communication with the
HPS-Dallas network are configured for TCP/IP after an upgrade to Passport V10 software.
This change occurs automatically as part of the V8.03 to V11.01 upgrade. The store does not
need to make any changes. Your ASC, will make the necessary adjustments on the Passport
Firewall Router to complete the migration from UDP to TCP/IP communication.

In addition, as part of the migration to V11.02, Passport automatically enables Tank Level
Sensor (TLS) encryption for the HPS-Dallas network connection. Phillips 66 requires all
stores to move to TCP/IP with TLS encryption beginning with V11.02. For more information
about Global Network Parameters, refer to “Site Configuration Programming” on page 7.

PDL Initiated Fuel Discounts

Beginning with V11.02 Service Pack P, Phillips 66 includes information in the network
Parameter Download (PDL) that Passport uses to apply discounts to a transaction based on the
card type the customer uses as tender. For each card type in the PDL, Phillips 66 includes the
following information:

» Type of discount to apply (no discount, cents per gallon, percent per gallon, percent of

total sale, cents per gallon and percent on non-fuel)
* Dollar amount per gallon discount
* Percent discount

To review the discounts that Passport automatically applies based on card type, review Table
40 of the Network Configuration Report.

Mandatory TCP/IP Network Connection Using TLS Encryption with
HPS-Dallas

Also beginning with V11.02 with Service Pack P, Phillips 66 requires a TCP/IP connection
using TLS encryption with the HPS-Dallas network. For more information about Global
Network Parameters, refer to “Site Configuration Programming” on page 7.
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Assigning Product Codes

Phillips 66 sends a list of valid fuel grade names and product codes to Passport in Table 60 of
the network PDL. The ASC does not associate product codes to fuel grades, as the correct
product code is already associated with the fuel grade names that can be selected. To configure
the fuel grades (and their product codes) that Passport sends to the network in transaction
messages, proceed as follows:

Select MWS > Set Up > Forecourt > Forecourt Installation.

From the Forecourt Installation screen, select Set Up. The Forecourt Installation configuration
screen opens.

Select the Grade tab.
Select Add or highlight an existing Grade. Select the fuel grade name from the Name list.

Passport uses the product code associated with the fuel grade name from the PDL when
sending transactions to the HPS-Dallas network.

Page 6

MDE-5466A Passport™ V12 Network Addendum HPS-Dallas for Phillips 66® - February 2020



Site Configuration Programming

Site Configuration Programming

IMPORTANT INFORMATION

The Enhanced Dispenser Hub (EDH) must be installed and running before
programming in MWS > Set Up > Network.

To program Site Configuration to communicate with the network, proceed as follows:

1 From the Manager Workstation (MWS) main menu, select Set Up > Network > Phillips 66.
The Phillips 66 Network Configuration menu is displayed.

Figure 1: Phillips 66 Network Configuration Menu

536 PM {% GILBARCO 91-Area Manager Store Mame
11/07/2019 «.- VEEDER-ROOT Q

Frequently Used E E} ’x‘ \Q %} ‘

Card Comm Test EMail Request Fuel Discount Global Info PDL Download
Period Close oy it Configuration Editor

Accounting

Reports

Pricing

Fuel

Set Up

Network

Phillips 66

The following option buttons are displayed in the Network Configuration menu:
* Card Configuration
* Comm Test
* Email Request
* Fuel Discount Configuration
Global Info Editor
PDL Download

2 Seclect Global Info Editor. The Global Network Parameters screen opens. Select the Dealer
tab.
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Dealer Tab

Figure 2 shows the Dealer tab on the Global Network Parameters screen.

Figure 2: Dealer Tab

Station dealer number. (Changing this walue forces an automatic Parameter Data Load.)

02:41 PM - 3§

11/09/2016

Global Network Parameters

/f Connection ‘ﬁ Site Configuration ‘ﬁr EMY Parameters
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Dealer Nurmber IDDDEEDEDDD1

Terminal ID |D1
Terminal Connection Type IUE—TCF’ 'l

Cormpany 1D |D45-Conoco Fhillips

Operatar 31

Fields on the Dealer Tab

Field Description

Dealer Number Eleven-digit number the HPS-Dallas network uses to identify the store.
Notes: 1) Enter the dealer number before receiving the initial PDL
2) Change Dealer Number only after Store Close

Terminal ID Two-digit terminal identification number the HPS-Dallas network assigns to the store.
The field can be modified only if all tills and the batches are closed. Ensure all batch
files have been sent to the HPS-Dallas network before changing the value. Defaults
to 01.

Terminal Connection Type Specifies how the store connects to the network. Options are:
* None
» 02 - Dial
» 06 - TCP/IP
Note: Beginning with V11.02 Service Pack P, all Phillips 66 stores must use Terminal
Connection Type of 06 - TCP.

Company ID A three-digit number associated with the company handling transactions for the site.
The HPS-Dallas network assigns the value. Options are:
* 045 - Conoco Phillips 66
» 046 - Pacific Convenience and Fuels
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Site Information Tab

After programming the Dealer tab, select the Site Information tab. Although the data on the
Site Information tab comes from the HPS-Dallas PDL, the fields are editable. Contact the
Phillips 66 Help Desk at 1-800-426-3696, before modifying fields on the Site Information tab
to avoid the data being overwritten in a subsequent PDL.

Figure 3: Site Information Tab

Station narme

Global Network Parameters

F Connection F Site Configuration ‘ﬁ" EMY Parameters
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zIP [12345
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Fields on the Site Information Tab

Field Description

Name Store name (up to 30 characters), which is displayed on network transaction receipts.

Address Street address (up to 30 characters) for the store, which is displayed on network transaction receipts.

City City (up to 20 characters) in which the store is located, which is displayed on network transaction
receipts.

State Two-character abbreviation for state where the store is located, which is displayed on network transaction
receipts.

ZIP ZIP Code assigned to the store, which is displayed on network transaction receipts.
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Connection Tab

After programming the Site Information tab, select the Connection tab. The Connection tab

contains Page 1, Page 2, and Page 3 tabs for programming network communication

parameters, based on the Terminal Connection Type selected on the Dealer tab. Use the

Page 1 and Page 3 tabs for configuring a TCP/IP connection. Use the Page 2 tab for

configuring a Dial connection.

Note: Beginning with V11.02 Service Pack P, all Phillips 66 sites must use TCP/IP connection
with TLS encryption.

IMPORTANT INFORMATION

For stores using TCP/IP connection, contact the Phillips 66 Help Desk at
1-800-426-3696 to obtain IP addresses and ports.

Figure 4: Page 1 Tab - TCP/IP Connection Type

Primary IP host address
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Fields on the Connection - Page 1 Tab

Field Description

Primary IP Address IP address Passport uses to exchange financial transaction messages with the HPS-Dallas
network. HPS-Dallas may change the value in this field through PDL Download.

Primary IP Port Port (up to 5 digits) Passport uses to exchange financial transaction messages with the
HPS-Dallas network. Defaults to 10569.

Secondary IP Address First alternate IP address Passport uses to exchange financial transaction messages with
the HPS-Dallas network if the primary IP address and port fail. HPS-Dallas may change the
value in this field through PDL Download.

Secondary IP Port First alternate port Passport uses to exchange financial transaction messages with the
HPS-Dallas network if the primary IP address and port fail. Defaults to 10569.

Tertiary IP Address Second alternate IP address Passport uses to exchange financial transaction messages
with the HPS-Dallas network. HPS-Dallas may change the value in this field through PDL
Download.
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Field Description

Tertiary IP Port Second alternate port Passport uses to exchange financial transaction messages with the
HPS-Dallas network if the primary IP address and port fail. Defaults to 10569.

Figure 5: Page 2 Tab - Dial Connection Type

Modem command string to put after the phone number.

Global Network Parameters
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Fields on the Connection - Page 2 Tab

Field Description

Com Port Serial port number used by modem connection.
Baud Rate Baud rate for the dial-up connection.

Access Code Digits required for dial to get an outside line.

Download Phone Number Phone number to get a table download. Automatically updated
on download.

Init String Initial string to send to the modem, prior to the phone number.
Primary Phone Number First number to dial for transactions. Automatically updated on
download.

Secondary Phone Number  Second number to dial for transactions. Automatically updated
on download.

Dial Header Modem command string to put before the phone number.

Dial Trailer Modem command string to put after the phone number.

Note: Beginning with V11.02 Service Pack P, Dial connections are no longer valid for Phillips
66 stores.
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Figure 6: Page 3 Tab - TCP/IP Connection Type
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Fields on the Connection - Page 3 Tab

Field Description

Use TLS This field defaults to Yes and is not editable.

OCSP Mode Options are None, Lenient, or Strict. Defaults to None.

Primary TLS Certificate TLS certificate name used to validate TLS

Secondary TLS Certificate TLS certificate name used to validate TLS if the primary TLS certificate fails
Tertiary TLS Certificate TLS certificate name used to validate TLS if the primary and secondary TLS

certificates fail
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Site Configuration Tab

After programming the Connection tab, select the Site Configuration tab. The Site
Configuration tab allows the store to override manual entry and debit parameters received in
the HPS-Dallas PDL.

Figure 7: Site Configuration Tab

Allows the site to override the manual entry value.

e

0242PM

Global Network Parameters

ﬁ’ Dealer ﬁr Magnum POL T able Yersions
I I3

\ )
J‘J Connection w V‘J EMY Parameters
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Site Information

Cancel
Debit Prompting Disable -
Dehbit Cashback Minimum

Dehit Cashback Maximum

IUS Common Debit Preferred ras B
Inside Fallback To Magstripe Yes -
Outside Fallback To Magstripe s

i

Print store copy of the receipt inside ‘Yes

Print customer copy of the receiptinside Yes -

Fields on the Site Configuration Tab

Field Description

Disable Manual Entry If set to Yes, allows the site to override the manual entry value received from the
PDL.

Debit Prompting Allows the site to disable whether the CRIND devices prompt the customer “Is this
a debit card?” for dual use (Credit and Debit) cards.

Debit Cashback Minimum Minimum dollar amount allowed for debit cash back.

Debit Cashback Maximum Maximum dollar amount allowed for debit cash back.

US Common Debit Preferred  If set to Yes, when the customer presents an EMV card that contains both US
Common and International Debit Application Identifiers (AID), Passport displays or
uses the US Common Debit AID.

If set to No, when the customer presents an EMV card that contains both US
Common and International Debit AID Passport displays or uses the International
Debit AID.

If the card contains only one debit AID, Passport displays or uses it without regard
to the setting for this field.

Inside Fallback to Magstripe If set to No, when the customer inserts a chip card into the chip reader on the PIN
Pad inside at the register and a chip error occurs, Passport declines the card.

If set to Yes, when the customer inserts a chip card into the chip reader on the PIN
Pad inside at the register and a chip error occurs, Passport uses the fallback to
magnetic stripe parameters received from the HPS-Dallas network for the card type
to determine whether to prompt the customer to remove the card from the chip
reader and swipe it.
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Field Description

Outside Fallback to Magstripe If set to No, when the customer inserts a chip card into the chip reader on the
CRIND and a chip error occurs, Passport declines the card.

If set to Yes, when the customer inserts a chip card into the chip reader on the
CRIND and a chip error occurs, Passport uses the fallback to magnetic stripe
parameters received from the HPS-Dallas network for the card type to determine
whether to prompt the customer to remove the card from the chip reader and swipe
it.

Print store copy of the receipt  If set to Yes, the merchant copy of the receipt prints automatically for all inside

inside HPS-Dallas network transactions. This may be especially important for stores that
enable electronic signature capture at the PIN Pad. The customer signature prints
as part of the receipt.

Print customer copy of the If set to Yes, the customer copy of the receipt prints automatically for all inside

receipt inside HPS-Dallas network transactions. This may be especially important for stores that
enable electronic signature capture at the PIN Pad. The customer signature prints
as part of the receipt.

EMV Parameters Tab

The EMV Parameters tab provides information about the EMV parameters.

The fields on this tab are used to set options for using EMV cards. To change the settings for
an EMYV card AID, select the AID from the listing on the left and program the values in the
fields to the right.

Figure 8: EMV Parameters Tab

Global Network Parameters
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Visa Electran

Cancel
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Fields on the EMYV Parameters Tab

Field Description

Merchant Stand In Floor Limit Maximum transaction dollar amount for this EMV card AID the
merchant will accept locally to SAF when the HPS-Dallas network is
offline. Defaults to $0.00. This field is not editable for any debit AID.

$0.00 means Passport relies on the EMV chip card for authorization
when the HPS-Dallas network is not communicating. If the merchant
configures an amount other than $0.00 for this field, Passport may
approve the transaction based on chip card validation. The network
may decline the transaction when communication resumes. The
merchant is responsible for the charge back if the transaction is locally
approved and then the network declines.

Allow PIN Bypass Inside If set to Yes and the EMV application requires PIN entry, the inside
PIN Pad prompts the customer to enter the PIN, but allows the
customer to press ENTER key on the PIN Pad without entering a PIN.

If set to No and the EMV application requires PIN entry, the inside PIN

Pad prompts the customer to enter the PIN and the customer must

enter a PIN to move forward in the transaction.

Note: Some debit AIDs set this field to Yes by default and the
merchant cannot change the setting.

Allow PIN Bypass Outside If set to Yes and the EMV application requires PIN entry, the CRIND
prompts the customer to enter the PIN, but allows the customer to
press the ENTER key on the CRIND keypad without entering a PIN.

If set to No and the EMV application requires PIN entry, the CRIND

prompts the customer to enter the PIN and the customer must enter a

PIN to move forward in the transaction.

Note: Some debit AIDs set this field to Yes by default and the
merchant cannot change the setting.

QuickChip Enable If set to Yes, Passport obtains all necessary EMV data from the chip
card earlier in the transaction by notifying the chip card that the
network is not available. The PIN Pad prompts the customer to
remove the chip card before the transaction has completed with the
chip card issuer, up to a few seconds earlier.

If set to No, Passport performs EMV transactions without the shortcut
of Quick Chip processing. The PIN Pad prompts the customer to
remove the chip card after the transaction has completed with the chip
card issuer. Defaults to No.
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Magnum PDL Table Versions Tab

After completing all Global Network Parameters tabs, select Save to save the settings and
exit from Global Info Editor. One additional tab is displayed within the Global Info Editor
screens; however, the Magnum PDL Table Versions tab provides information about the
currently existing Magnum PDL Table ID versions. These values are not editable.

Figure 9: Magnum PDL Table Versions Tab

Global Network Parameters Blobal Network Parameters I
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Tahle ID 40 (Card Profile) Yersion: lﬂﬂ"i
Table ID 50 (BIN Ranges) Version |nm7
Tahle ID B0 (Product Data) Yersion: IUU'\i
Table ID 70 (Terminal Message) Version lumi
Tahle ID 80 (Response Message) Wersion: lul]‘\i
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Programming Call for Auth Phone #s

To configure phone numbers that display when Passport invokes the Call for Authorization
process, select MWS > Set Up > Network > Phillips 66 > Call for Auth #s. Each card type
that requires Call for Auth displays on the Call for Auth Phone #s screen, along with a field for

programming the telephone number the cashier must dial.

Figure 10: Call For Auth Phone #s Screen

Card Configuration

Phone Mumber
16006202121
Use Cash Price

DINERS =

DISCOVER i

FUELMAN

GC/PWIDE

MASTERCRD

MCFLEET

MZPURCH

PEE COMM

PBE

GIFT

76 COMM

76

COP FLEET

VOYAGER

VISAPUR

VISA

WISAFLT

WEX PEE

WER 76

WEX COB

WEX CON

WEX

Field Description

Phone Number

* Phone number used to call for authorization.

« Enter only numbers.

Use Cash Price

Transactions with this card, use the cash price when buying fuel.

Default Phone Numbers

Card Type

Phone Number

American Express®

800-528-2121

DiscoversM/Novus®

800-347-1111

MasterCard

800-622-3858

Phillips 66, Conoco, 76 Commercial

800-323-2952

Phillips 66, Conoco, 76 Fleet

800-767-1917

Phillips 66, Conoco, 76 MasterCard

800-622-3858

Phillips 66, Conoco, 76 Personal

800-323-2952

Visa

800-622-3858

Voyager® Universal Fleet

800-987-6589

Wright Express® (WEX) Universal Fleet

800-842-0071

Contact the Phillips 66 Help Desk at 1-800-426-3696 for assistance with other Call for Auth

phone numbers.
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Requesting PDL Download

The PDL Download is a transfer of data from the HPS-Dallas network to Passport. A valid
PDL contains card configuration information and is required for operation. You must request a
PDL during system installation. Passport cannot process network transactions until it
successfully receives a PDL from the network. The HPS-Dallas network can initiate a PDL
Download by sending a message to Passport. Passport automatically requests a PDL when the
HPS-Dallas network indicates a new PDL is ready.

IMPORTANT INFORMATION

When upgrading software, contact the HPS-Dallas Help Desk (1-800-533-3421) to
inform them that you need a new PDL. Then, request a PDL Download through the
MWS.

To request a PDL Download, proceed as follows:

Go to MWS > Set Up > Network > Phillips 66 > PDL Download. The Passport prompts:
“Do you want to continue with Parameter Download?”

Figure 11: PDL Download Prompt Screen

Do pou want to continue with Parameter Download?

Parameter D'ownload

Select No to abandon the PDL Download request or select Yes to request the HPS-Dallas
network for the PDL Download. Passport provides status of the PDL Download request on the
MWS screen. When Passport receives the PDL, it stores the file until the next Store Close. For
new installations in which Passport requests an initial PDL, Passport applies the PDL
immediately.

To review the PDL information sent from the network to Passport, view or print the Network
Configuration Report.

Page 18
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Requesting Email
The network can communicate with store personnel by transmitting e-mail messages. To
access e-mail messages, proceed as follows:

1 From MWS > Set Up > Network > Phillips 66, select Email Request to request e-mail from
the HPS-Dallas network. The Email Request screen displays with the user prompt “Do you

want to continue with Email Request?”

Figure 12: E-Mail Request Prompt

Do you want to continue with Email Fequest?

1170942016 e

2 Select Yes to initiate an e-mail request. The Passport system displays status of the request.
Select No to return to the Phillips 66 network screen.

Watch Dog Reboot Warning

To avoid a conflict between Watch Dog Reboot and the nightly 2:00AM Site Oversight
message, program Watch Dog to occur at 2:30AM. For more information on changing the
Watch Dog Reboot schedule, refer to MDE-5025 Passport V9+ POS System Reference
Manual.
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Network Journal Report

This report shows network journal entries for regular network transactions, as well as
settlement and communication issues. The Network Journal Report configuration screen
allows you to filter by various criteria, such as Date and Time, Exceptions, Source, Journal
Type, and specific Journal Text. The store manager can use the Network Journal Report as an
aid in searching for disputed transactions.

Figure 13: Network Journal Report Filter Screen

_

OtherSource

Metwork Download
Financial Transactions
Feriod Close
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Figure 14: Network Journal Report Sample

Network Journal Report

Store Name
STORE # 299

OPERATOR. NAME James Doe
OPERATOR ID 89

SOFTWARE VERSION 11.02.24.01 REPORT PRINTED 03/10/2016 7:57:08AM
CONOCOPHILLIPS
DATE: 03/03/2016 8:06AM TO 03/10/2016 T-49PM
SOURCE: All
JOURNAL TYPE: Al
EXCEPTION: All
SEARCH STRING:
SORT BY: Time
TIME SOURCE TYPE EXC NETWORK JOURNAL TEXT
2016/03/03 Other Nerwark Dovnload No HPS Dallas Max 03 2016 13:07:47
08:06.57 PDL Succassfl
2016:03/04 Other Finmdal Trasactions No HPS Dallas s+++ Console 1 #4**+* 14:04:10 sereerere
09:03:49 ICH+Teser NC $rrevevIC

DNV = 140410 370416

ACCT # X00D{ XoODX 3000 0434
NON-FUEL ITEMS 2.00

REFERENCE =010010304161404

AUTH =00 APRVL #B3437W TOTAL § 2.00

20160304 Other Finacial Transactions Mo HPS Daillas #+&+ Conzole 1 #+**** 14:05:10 *++eerers
09:05:07 [2Ceeeene YIS Y Seevees |
INW # 140510 3/04/16
ACCT = X000 X000 3000 0010
NON-FUEL ITEMS 1.00
REFERENCE =010020304161403
AUTH =00 APRVL IEJ18Q TOTAL § 1.00
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Network Reports

Network reports show data on transactions transmitted to the HPS-Dallas network. Some
network reports provide information on the status of transactions while others list total
amounts for transmitted transactions. Each report prints with a heading that includes the name
of the report, the date, and the time the report was printed.

Report Name Shift Close Store Close Current Secure
Batch Detail Report v v v
Batch Summary Report* v v

Card Conflict Report v v
Day Batch Detail Report v v v

Day Batch Summary Report v v v

Day Summary Report v v

Electronic Mail Report v

EMV Chip Fallback Report v

EMV Configuration Report

Fallback Detail Report* v v v
Gift Card Detail Report v

Network Configuration Report v

Network POS Events Report v v
POS Transaction Statistics Report v

Site Level Card Based Fuel Discounts

Unpaid Transactions Report v

*This report must be printed on each Store Close or Batch Close and read closely.

IMPORTANT INFORMATION

Secure reports may contain sensitive customer data, such as card account number
and expiration date. These reports are password protected and available to print on
demand only. For more information on secure reports, refer to MDE-5487 Passport
EDH (HPS-Dallas) V10.24 Implementation Guide for PA-DSS V3.2.

Page 22
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Batch Detail Report

The Day Batch Detail report is available at Shift Close and Store Close. It contains all details
necessary to reconstruct the transaction for the shift or day, including for the current batch.
The Batch Status provides information on whether the batch is In Balance or Out of Balance.
If a batch is in balance, Passport deletes all account number information pertaining to
transactions within the batch. This report also contains a breakdown of batch totals by card
category type, and card type, as well as prepaid card activations, deactivations, and recharges.

This report also contains a breakdown of batch totals by card category type, card type, and all
prepaid card activations, deactivations, and recharges.

Definitions for Trans. Type Field Abbreviations

Abbreviation Definition

Abbreviation Definition

u Unattended C Contactless
M Manually entered F Fallback

D Duplicate R Refund

S Swiped \Y Void

Note: Multiple abbreviations may apply to a single transaction.

Figure 15: Batch Detail Report

Batch Detail Report
Diealer #: (0066020001
Terminsl Id: 1

Report created: 11092016 02:07-35 PM

Batch #: 48
Crpening: 117082016 at 3: 13PM

VIsSA

Seq# Card Type Tran Type Anth Code Amount Diate
1 Vs M GIIEL4 5150 110816
Category Count Total
CREDIT 1 250

Card Name Count Total

Softorare: 08
EPOS Type: (2

Batch Status: In Balance
Closing: 11092016 at 3:13AM

250

Day Batch Detail Report

This report provides similar information as the Batch Detail Report, except for a given day

period.

MDE-5466A Passport™ V12 Network Addendum HPS-D

allas for Phillips 66® - February 2020
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Batch Summary Report

The Batch Summary Report provides information for the current batch. The information
includes the category description, total count, and total amount:
* The FuelMan®/Gas Card category lists all FuelMan and Gas Card transactions in the
batch.
* The Settlement Excluding Fees amount determines the settlement with the Customer. If
the batch is out of balance, this line indicates “Out of Balance”.

Host Total Sales
+ PDL Applied Discounts
- Host Total Returns
- FuelMan/Gas Card

Settlement Excluding Fees

* The lines below Settlement Excluding Fees shows the dollar amount by card type. These
lines display for each card type used in the batch.

Figure 16: Batch Summary Report

Batch Summary Report

Decaler #: 99999999999 Software; 10

Terminal 1d: 1 EPOS Type: 02

Report created: 11082019 07:12:02 AM

Day Seq #: 1

Batch #: 1

Opening: 11/04/2019 at B: 15AM Closing: 11072019 at 2:07PM
Description Count Amount
Terminal Transaction Count 1
Terminal Total Sales 1 500
Terminal Total Retums o 3000
Host Transaction Count 1
Haost Toml Sales 5001
Hast Total Returns 5000
Sertlement Excluding Fees S0
Card Count PDL Applied Discounts Total
AMEX 1 $0.00 5001
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Card Conflict Report

Conflicts can occur when a card configured for acceptance in Auxiliary network Card
Configuration processes through the HPS-Dallas network, or a card configured for
acceptance by the HPS-Dallas network processes through the Auxiliary Network. The
Card Conflict Report provides information on transactions affected by card conflicts.

Figure 17: Card Conflict Report

Card Conflict Report

Issuer Name -
Processing Network

Network Shift From: | 1042019 74226 AM Te: 11072019 2:0743PM

Tssuer Name -
Conflgured Netwark

No Data To Report

Conflict Instanees
{current period)

Day Summary Report

This report is available for each POS day period and contains Network totals for the given day:
* The header includes the date and time of the POS day closure with which it is associated
* The report provides information for all batches with the associated day including batch

number, date batch was closed, time batch was closed, transaction count, and batch
transaction total

Figure 18: Day Summary Report

Deealer #: (0066020001
Termins] Id: 1

Day Sequence #: 30

Cpening: 11/082016 at 1:31FM

Day Summary Report

Report ceated: 110972016 02:13:30 PM

BATCH= DATE TIME
47 11082016 13:46
GRAND TOTALS:

Software: 08
EPOS Type: 02

Closing: 11082016 at 1:46PM

COUNT TOTAL
4 52119
4 32119

PENDING
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Electronic Mail Report
The Electronic Mail Report records all electronic mail messages received from the
HPS-Dallas network during the Day period.
* Each mail message can be from 2-11 lines in length.
* When there is no mail to print the following message is displayed: No Mail available for
current day

Figure 19: Electronic Mail Report

Electronic Mail Report

My Store
7300 West Friendly Avenue
STORE & 101

Greenshoro NC 27410
OPERATOR. NAME James Doe
OPERATORID 89
SOFTWARE VER. 11.02.24.01 REPORT PRINTED Dec 2 2016 2:37:35PM
12/2/16 Dealer = 99990000000 11:34:32
; Summary # 1000029 for 12/1/2016 (1)
Transmittal () 010203 04

Summary Total 562407

12/2/16 Dealer = 99990000000 15:00:34 2
Invoice Requests for 12/1/2016

Date  Ref AMT ACCT
1130 01-001 056 0834603866

EMV Chip Fallback Report
The EMV Chip Fallback Report provides information on EMV transactions that occurred
during a specific network day.

Figure 20: EMV Chip Fallback Report

EMYV Chin Fallback Renor

Network Day #15 From 01/23/2017 11:32:30AM to 02/13/2017 6:49:19AM

TOTAL EMV/CHIP CARD TRANSACTIONS: 100
FALIBACK TRANS % OF CHIP TRANS
TOTAL 10 10%
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EMV Configuration Report

This report provides information regarding EMV processing parameters for each EMV card
AID Passport supports, along with the fields programmed in the MWS > Set Up > Network

Menu > Phillips 66 > Global Network Parameters > EMV Parameters tab.

Figure 21: EMV Configuration Report

EMYV Configuration Report

Report areated: 11092016 02:15:26 PM

Network Configuration Values
US Commmeon Debit Prefarred:
Additional Terminal Capabilities:

Indoor EMW Fallback Allowed:
Cratdoor EMV Fallback Allowed:

Terminal Configuration Values

Configuration Values

ATD Activated: 2

Term Counmy:

Addl Capability:

TAC Defanlt: 000000000
TAC Omline: 000000000
Trans Curr Exp:

App Ver Num Pri: o001

Termm Floor Lim: o

Rand Sel Max%a: 0
AllowFallback: Trus
Fallback expiry: 2000-12-31
Default DDOL: SF3 T4

Merchant stand-in floor 9999
Finnit:

Application Account False
Salection:

Terminal Risk Mansgment

TTQ:

Application Selection: True
Craick Chip Enshblad: Falze

Temuinal EMV Version
FEGISTER. 1 53004
BEGISTER. 2 467

CRIND 2 EMV 0209
CRIND 3 420513
CEIND 4 220514

Trus
FOOOF0AN01
Yes

Yes

Software Version

American Express Credit - Indoor
(AID: ANODDO002501)

43.2-20160526

1004

3050

40.1.1

4011
Temm Capahbiliry: EfFeCE
Tem Cumency:
Merch Cat Code: 5311
TAC Denial: 000000000
Partial Select: True
Trans Caz Coda: R
PEPId 4
Band Sel Thresh: o
Fand Sel Targetha: o
AllowPINBypass: Falze
Acquirer ID:
Default TDOL:
Is debit Card: False

Trans Refer Currency S1000000
Comv:
Transaction Types: 8000

Card Type: 03
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Fallback Detail Report

The Fallback Detail Report provides information on all transactions in a batch, not only
those transactions that occur in fallback (SAF) or for batches that close Out of Balance. The
report is available on demand for the current batch, as well as for previous batches.

 The report contains the message: This report can contain information on fallback
transactions and out of balance batches.

¢ Information in the report includes the Batch Number, Sequence Number, Card Type,
Transaction Type (as defined in the Batch Detail Report), Transaction Amount, Invoice
Number, and an Out of Balance indicator.

* Host refusals are not included on this report.

* The non-secure version of the report uses the encryption algorithm defined in the
Phillips 66 EPOS Payment Interface Addendum to encrypt account numbers and
expiration dates.

 The secure version of the report prints the account number and expiration date
unencrypted. To view or print the secure version of the report requires entry of the
Secure Report Password. In this situation, the report prints the following message in
the header: Confidential and sensitive information contained in this report. This
document must be secured at all times. Report must be destroyed in a secure manner
such as shredding when no longer needed.

Figure 22: Fallback Detail Report

Current Fallback Detail Report (Secure)

Dealer #: 00000011111 Temunal Id: 1
Report created: 03/11/2016 09:10:52 AM

CONFIDENTIAL AND SENSITIVE INFORMATION CONTAINED IN THIS REPORT.
THIS DOCUMENT MUST BE SECURED AT ALL TIMES.

REPORT MUST BE DESTROYED IN A SECURE MANNER SUCH AS SHREDDING
WHEN NO LONGER NEEDED.

Thas report can contan mformantion on fallback transactions and out of balance batches

No currently open batch,

Card Account Exp. Tran. Tram. L g Auth. L
Tipe Number Date Tipe Date Invgjced;: Ampust Code Apgroval Cotl:

No transactions in selected batch

Seqf
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Gift Card Detail Report

This report provides information on gift card activations, issuances, and recharges, including
count and amount totals.

Figure 23: Gift Card Detail Report

Gift Card By Day Detail Report
Dealier #: DO06H020001 Terminal ki 21
Report created: 07222016 d:16:26 PM
Day Sequence #: 1
Opening: 072002016 st 3:46PM Closing: 072272016 at 3:59PM
ACTIVATIONS
ACCOUNT # AMOUNT
GODEAOTN OO 54T 52500
TOTAL ACTIVATED 1 52500
ISSUANCES
ACCOUNT # AMOUNT
No Transactions registered. S (0
TOTAL ISSUANCES 0 S0
RECHARGES
ACCOUNT # AMOUNT
No Transactions registered. S0.00
TOTAL RECHARGES ] S 0o
COUNT AMOUNT
GRAND TOTAL 1 52500
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Network Reports

Network Configuration Report

The Network Configuration Report provides the current (and pending, if applicable) settings
and dealer information Passport received from the HPS-Dallas network PDL Download and
programmed in MWS > Set Up > Network > Phillips 66 > Global Info Editor. This report
may contain information regarding host discounting parameters, as well.

Figure 24: Network Configuration Report Sample - Page 1

Network Configuration Report

Dealer # 00066020001 Software: 03

Terminal I 1 EPOS Type: 02

Compamy Mumber: (43 Passport POS Version: 11.02.24.01 CONCCOPHILLIFS
Temminal Type: TCP Passport EDE Version: 08.24.01.01

Report created: 117092015 02:21:06 PM

Current Network Values

Table 10

Network Data

.-\F CESSC ODE o

Unit Data

UNIT NAME. GILEARCOO00MMIG6E

o i e i R

PDL Versions

TAELEID TAEI EVERSION

B33 sy
8E8E8EEEE

Table 30

Customer Discretionary Data

BATCH SIZE: 40
FESENDDELAY: 5

Table 40

Card Data
A B C D EF G H 1 J K L MNOPOQRGST U
AN 05 AMEX 0 40 3 Troe O6 False True True True 7 7 0 %% 25 0 0 O O
CC 01 CONCOMM 0 30 3 Tme 1 FalseTrue True True © 0 0 1250 0 © 0 0O
0 40 3 Tme 1 FalseTrae True True 0 0 0 9% 25 0 0 O O

€M 2 COBRAND

WC 11 WEXCON 0 30 2 Trmoe 350 False True False Tme © 0 0 350 0 0 ¢ 0 O

Reference:
A CUSTOMEFR. CARD TYFE
B HOST CAFDTYFE
C PAYMENT DESCRIFTION
D COBRANDMSGFLAG
0 = No Message
1 = Percent

5 AMMOUNT PEFR. GALLON DISCOUNT
T PERCENT DISCOUNT
U RETCFLAG

o=ar

1 = Inside

2 = Qutside

3 = Inside & Ourside
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Network Reports

Figure 25: Network Configuration Report Sample - Page 2

Table 50
BIN Ranges
CUSTOMER. CARD HOST CARD DEBIT
TYFE BINSTART CAPABLE BIN END
AX 05 340000000000000 False 340000909000000
AX 05 FTO000000000000 False 379999909000090
cC o1 TIL0330000000 Falza T110340000000
Table 60
Product Data
NACS HOST CARD FRODUCT
RECEIFT DESCRIFTION CODE TYFE CODE
REGULAR 001 24 [
REGULAR 001 -} [
REGULAR, 001 35 o
Table 70
Receipt Messages
MESSAGE CODE RECEIFT MESSAGE
WANT FREE GAS?
1 REGISTER TO WIN AT WWW.GASVISIT.COM
2 ‘WANT FBEE GAS?
2 REGISTER. TO WIN AT
2 WWW_GASVISIT.COM

Table 80

Response Messages

NTSRESPONSE PUMP MESSAGE PUMP MESSACE
CODE RESPONSE MESSAGE NORMAL UNATTENDED
0 APPROVED APPROVED APPROVED
DENED SEE CASHIER. CARDNOT ALLOWED
"""" 87 TIMEOUT  SEECASHER = CARDNOTALLOWED
8 LOCALAPFROVAL ~ LOCALAPPROVAL  LOCAL APPROVAL
0 HOSTUNAVAILABIE  SEECASHIER CARDNOT ALLOWED
2 LOCALAPFROVAL ~ LOCALAPPROVAL  LOCAL APFROVAL
% HOST FROBLEM SEE CASHIER CARDNOT ALLOWED

Pending Network Values

Ko pending data to be applied.

End of Report.

MDE-5466A Passport™ V12 Network Addendum HPS-Dallas for Phillips 66® - February 2020 Page 31



Network Reports

Network POS Events Report

The Network POS Events Report provides information on the most recent 250 messages
between Passport and the HPS-Dallas network.

Figure 26: Network POS Events Report

Network POS Events
Dealer Number. (0066020001 Terninal ID: 1
EvenDate ExentText
11/09/16 02-02-49PM POS Site Configuration Message Succeeded
1109716 01:48:17TPM POS Site Configuration Message Succeeded
110916 11:40:35AM PDL Successful
11/09/16 11:23:50AM POS Site Configuration Message Succeeded
110816 09:34:50.AM POS Site Confizuration Message Succeedad
11/08/16 12:07-19PM POS Site Configuration Message Succeeded
11/08/16 09:03:22AM POS Site Confizuration Message Succeedad
1107/16 04-0038FM PDL Successfl
1107716 02-43:12PM Fesponse Ermor (Msg Seq Num 56) Mo Response Recerved (Message Timeout)
1107716 0238:108M Fesponse Error (Msg Seq Mum 57) Mo Fesponse Received (Message Timeour)
1107716 01232396 Fesponse Ermor (Msg Seq Num 50) Mo Fesponse Received (Message Timeour)
1107716 123207TPM Fesponse Ermor (Msg Seq Num 49) Mo Fesponse Received (Message Timeour)
1107716 01:31:49PM POS Site Configuration Message Succeeded
1107/16 10:15:07TAM POS Site Configuration Message Succeeded

POS Transaction Statistics Report
This report provides summary count and percentage of network transactions, based on entry

method, such as Manual, Swiped, MSD Contactless, EMV contact, Swiped fallback, Manual
fallback, and EMV contactless.

Figure 27: POS Transaction Statistics Report

Dealer Number: 00066020001
Network Day: 30
Open: 11/08/2016 1:31:37PM
Close: 11/08/2016 1:46:26PM

TOTAL TRANSACTIONS: 4
ENTRY MODE TRANSACTIONS % OF TRANSACTIONS
Manual 0 o
Swiped 2 50
MED contactiess 0 0
EMV contact 1] 1]
Swiped fallback 2 50
Manual fallback L} 0
EMV contactless 0 0
TEFMINAL DETAIL EMV CARD READ FATL URES
REGISTER 1 1
REGISTER 2 1
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Site Level Card Based Fuel Discounts

This report provides information on the fuel discounts by card type configured in MWS >
Set Up > Network Menu > Phillips 66 > Fuel Discount Configuration. It lists each card
type the network accepts, and the Fuel Discount Group assigned to the card type, or NONE if

the card type has no discount configured.

Figure 28: Site Level Card Based Fuel Discounts Report

Site Level Card Based Fuel Discounts
Report created: 11/09/2016 02:30:05 PM

Card Record

746

76 COMM
AMEX
COBRAND
CON COMM
CONOCO
COPFLEET
DEBIT
DINERS
DISCOVER
FUELMAN
GCFWIDE
GIFT
MASTERCED
MC FLEET
MC PURCH

Dizconnt Group

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
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Unpaid Transactions Report

The Unpaid Transactions Report contains information on transactions initiated through the
HPS Dallas network but declined at completion during the current open network day. This
report consists of two sections: detail lines (two lines for each transaction) and summary
transaction totals.

Figure 29: Unpaid Transaction Report

Unpaid Transactions Report (Secure)

Deealer #: (0056020001 Software: 07
Terminal Id: 1 EPOS Type: 02
Beport created: 10:0872017 04:14:03 AM

CONFIDENTIAL AND SENSITIVE INFORMATION CONTAINED IN THIS REPORT.
THIS DOCUMENT MUST BE SECURED AT ALL TIMES,

REPORT MUST BE DESTROYED IN A SECURE MANNER S5UCH AS SHREDDING
WHEN NO LONGER NEEDED.

Day Sequence #: 15

Openmg: 10082015 at 4.08AM Closing: 10082015 at 4:10AM
Bah# 4 Barch Stams: In Balance
Opeaig. 10022015 ar 4.08AM Closing. 100272015 ar 4:10AM

Card = Exp Tran Tran. 9 Aunth.  Approval
Seqe Type Account Number Date Type Date Invoice® Amount ol Code

1 MC ESPDDETSLGMG03ZE  46PM F 10082015 (40831 $5.00
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CWS Network Functions

CWS Network Functions

The Network Functions screen contains the Network Status window and the Network

Functions buttons. On this screen, you may view the Network Status and access the
following tools:

« Batch Close
+ Balance Request
e E-mail

Accessing Network Functions

You can access this screen in one of the following ways:
* Select the Network Status Indicator when it is displayed on the message bar (for more
information, refer to “Checking the Network Status” on page 36).
* On the Cashier Workstation (CWS) idle screen, select More > Network Functions.

Figure 30: Network Functions Button

/ el
14243 +
== Begin Transaction = / 7 8 9
4
PLU 1411 181 | -
T'ax_ Exenpt Item ot / 0 00 CL
g m Zl = (=] 2 1.0
o > Loc Acct Lock Recelpt g Network
g ign O aid Paid In Regi Se: an Fun:
Cash 51.12 = - :
*% End Transaction 3o ,_ @ "'-z- % A%{ - -

408{2010
12:37 PM

Press the speed keys to enter items. = e
CHE CHE [d[E]B]S
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CWS Network Functions

With either action, the Network Status screen opens.

Figure 31: CWS Network Status Screen

HPS Dallas:

EMV Download Succeeded
Network Online

Unread Mail Pending

== Begin Transaction ==| /

F‘nr;’:?,fém Press the speed keys to enter items.
2l 3w 4 5w —

= ey

v | =

The Network Status screen provides information on all networks connected to the Passport

system.

Checking the Network Status

The Network Status screen allows you to view a record of network events such as
communication errors that occurred. Each network event is assigned a severity rating (low,
medium, or high). When a new event occurs and has been added to the list, the Network
Status button is also updated. The color of the Network Status button indicates the severity

of the rating of the event.

Color  Severity

Green Low

Yellow  Medium
Red High

If multiple events occurred, the color of the Network Status button indicates the highest

severity rating of the events.
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CWS Network Functions

The following table lists some of the network messages that may be displayed:

Situation Status Indicator Color Display Time
Passport successfully receives Green (low rating) The status indicator is green and the “PDL Successful”
a Magnum PDL. message displays for one hour.

Intermittent failures - the firstor  Yellow (medium rating) The status indicator color remains yellow and the “PDL

second attempt. Unavailable, Will Retry in 30 Minutes” message displays
until the next attempt. After 3 failures, the Passport
system moves to red.

End failures - the site’s first or  Red (high rating) The status indicator color remains red and the “PDL
original PDL fails, or there is a Unavailable After 3rd Attempt, contact Network Help
failure on the third attempt. Desk” message displays until the problem is fixed and

Passport receives a successful Magnum PDL.

Performing Batch Close

A Network Batch Close may occur automatically after a certain number of transactions. You
also may perform a Batch Close at any time outside a transaction by selecting the Batch Close
button. The following message is displayed on the yellow message bar: Processing Batch
Close. Please Wait.

The Batch Close Report is available through MWS. The Batch Close Report prints at Shift
close as part of the Shift Report if the manager has selected it as part of the Shift Close list of
reports in Period Maintenance.

Checking Cash Card Balance

To find out how much money is available on a Cash Card, proceed as follows:
1 On the Network Functions screen, select Balance Request.

2 Swipe the Cash Card.

3 The balance is displayed and the Passport system prints a customer receipt with the balance
amount.

Receiving E-mail from the CWS

The Passport system notifies you when it receives an electronic message from the HPS-Dallas
network. The Passport system saves all e-mails for 60 days.
Note: You can only receive electronic mail.

To retrieve electronic mail, proceed as follows:

1 On the Network Functions screen, select E-mail. The following prompt is displayed:
Retrieve all of today’s mail?

2 Select Yes to retrieve all of the current day’s mail. Select No to retrieve only the unread mail.
The mail prints on the receipt printer.
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Frequently Asked Questions

Frequently Asked Questions

Q1: I think the Passport system is not connected to the HPS-Dallas network. What should I
do?

Al: Check the Network Status screen. If the Network Status screen displays Network Offline
and you use a dial connection, check the phone numbers displayed in MWS > Set Up >
Network > Phillips 66 > Global Info Editor > Connection > Page 2 tab. If the phone
numbers are not correct, contact the Phillips 66 Help Desk at 1-800-426-3696 for

assistance.
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Appendix A: Network Events Messages

Message Priority Meaning

Network Connection Offline N/A For Dial locations, this message means that no modem connection
is present. For TCP/IP (satellite) locations, this message means
that a previous message expired and the site is waiting for
confirmation that the Passport system is connected to the
HPS-Dallas network. The message will clear when the network
connection is confirmed or re-established.

Unread Mail Pending Low Mail has been received and is waiting to be printed. The message
will clear when the mail is printed.

Pending PDL Received Medium A new PDL has been received. Perform a Day Close to update the
PDL. The message will then clear.

PDL Error - Call Help Desk Medium The system has attempted to request a PDL from the HPS-Dallas
network, but has failed. Check the network connection, then call the
HPS-Dallas Help Desk and ask that the PDL be re-sent. The
message will clear when the PDL is successfully downloaded.

70-70-79 Data Error - Call Help Medium A data collect error has occurred. Call the HPS-Dallas Help Desk
Desk for help.

Fallback File Warning - Call Help Medium This message indicates that the fallback file has 200 or more

Desk transactions in it. Check the network connection and call the
HPS-Dallas Help Desk for help in clearing transactions. When the
network connection is established and the fallback file has fewer
than 200 transactions in it, the message will clear.

Fallback File Full - Call Help Desk High This message indicates that the fallback file is full. Check the
network connection and call the HPS-Dallas Help Desk for help in
clearing transactions. When the file is no longer full, the message
will clear.
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Appendix B: Programming Passport for the BOS

IMPORTANT INFORMATION

All WAN and Back Office PC IP addresses are unique for each site. Before you begin
the procedure, you must read and understand the following steps for each site. Do not
program an |IP address from another site. When making network changes that affect
the BOS, contact the owner or manager two days before the changes are implemented
to allow store management time to notify the Back Office vendor.

Phillips 66 allows the BOS to interface to Passport through one of two broadband
environments:

« LinkSafe 1.0 with access through the FortiGate® DMZ Port

» LinkSafe 2.0 with access through FortiGate Port 3

The following instructions cover both environments, using the term “FortiGate Port”

To set up Back Office, proceed as follows:

Contact the Phillips 66 Help Desk at 1-800-426-3696 to request the store’s FortiGate Port IP
Address. Be prepared to provide the Help Desk agent with the store’s MNSP Firewall Router
WAN IP Address and Dealer Number programmed on the MWS > Set Up >

Network > Phillips 66 > Global Info Editor > Dealer tab.

Add 1 to the value of the fourth octet of the FortiGate IP Address to derive the IP Address to
use for the BOS PC. For instance, if the IP Address that the agent provides is 172.20.164.129,
then the IP Address for the BOS PC is 172.20.164.130.

Plug the Back Office PC into the FortiGate port using a standard CATS cable (not a crossover
cable).

Configure the Network Interface Card (NIC) for the BOS PC. In a dual NIC setup, the second
network card is no longer supported and should be removed.
* Single NIC (not connected to the Internet): use the FortiGate IP Address as the BOS PC
Default Gateway.
* Ensure that the IP settings for the network card are configured as provided by the
Managed Network Service Provider (MNSP) vendor.

From the desktop of the Back Office PC, select Start > Run and type ncpa.cpl to access the
Network Connections.

Right-click and select Properties.

From the General tab under “This connection uses following items”, scroll the menu and
select Internet Protocol (TCP/IP).

Select Properties.
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9 From the General tab under Internet Protocol (TCP/IP) Properties, sclect the Use the

following IP address option and type the values for the IP address, Subnet mask, and
Default gateway fields (see Figure 32).

Figure 32: Single NIC - Sample Only

Internet Protocol (TCP/IP] Properties E]@

General

You can get IP settings assighed autarnatically if your network. suppaorts
this capability. Otherwise, youneed to ask your network administrator far
the appropriate IFP settings.

() Obtain an IP address auomatically

(&) Use the following IP addess:

1P add-ess: 172 . 23 . 164 . 130
Subne: mask: 285 | 255 | 285 . 224
Defaul: gateway: 172 .21 164 129

(g) Usze the following DMS server addresses:
Preferr=d DMNS server:

alterncte DMNS server:

I OK I [ Cancel ]

Single NIC

10 For a BOS that requires Passport to manage pushing sales data files and pulling price book
files reconfigure the BOS IP Address in the Pull and Push paths on the MWS > Set Up >
Store > Back Office > Back Office Interface > XMLGateway Polling Options fields.
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Figure 33: XMLGateway Polling Options

Interface format  [NACS ML v3.4 |

i 5 e A I S e
/ Document Generation \ﬁ HMLGatewsay Polling Optiohs \/ HML File Import Options. \

~H#MLGateway Palling Optians Save
vl Enable XMLGatewsy File Folling Q
Enter Backoffice User MName |E|ack[jfﬁce :

Enter Backoffice Password

|

Enter Directary Path to Pull <ML Files Fram |\\1 72.20.164.1 30sharetouthox

Enter Directory Path to Push XML Files To |\\1 72.20.164.1 304sharetinbox

Store Store Name

The directory path must include the specific IP address of the Back Office (For example,
172.20.164.130). Ensure you do not change the remaining values in the path names.

11 For a BOS that manages pushing price book files and pulling sales date files, proceed as
follows:

a Contact the MNSP vendor to ensure that the Firewall Router Access Rule settings are
correctly configured for the Back Office software to communicate with the Passport Server.

b Change the Back Office drive mapping for all drives mapped to the Passport server from
10.5.60.1 to the Passport Server IP of 10.5.48.2. When the Back Office PC prompts for User
Name and Password, enter BackOffice as the User Name and BackOffice as the Password.

Note: Contact the Back Office vendor for instructions to change the mapped drives, as they
may prefer to connect to the Back Office PC to make these changes.
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Appendix C:

Upgrading to Passport V12

This section provides Phillips 66-specific information to the ASC for upgrading to
Passport V12.

Before beginning the upgrade, the ASC must perform the following:

Ensure that all dispenser software and firmware meet applicable requirements to support
loyalty and other fuel discounting functionality, including support of $0.000 PPU.

Print the Network Configuration Report. This will be helpful if a clean install is
required and to confirm all network settings (including Host Connection Type and other
parameters in Global Information).

Perform Store Close and ensure all network transactions have completed by checking the
SAF Transactions Report for fallback transaction information.

Contact the HPS-Dallas Help Desk at 1-800-767-5258 to ensure the Store Close is
successful and confirm the HPS-Dallas network is prepared to enable EMV downloads for
inside and outside transactions.

Assist the merchant or store manager to print all additional accounting and network
reports needed.

Ensure that all file transfers from Passport to the BOS have completed.

After the upgrade, the ASC must perform the following:

Beginning with V11.02 Service Pack P, Passport defaults to TCP/IP Connection with TLS
encryption. If enabling TLS for the first time, contact the HPS-Dallas Help Desk and
advise the agent to confirm the network is ready to communicate with the site using
TCP/IP and TLS. Go to MWS > Set Up > Network > Phillips 66 > Global Network
Parameters > Connection - Page 1 and Page 3 tabs to confirm the settings with the
HPS-Dallas network.

Request a PDL Download by going to MWS > Set Up > Network > Phillips 66 >

PDL Download. For more information on requesting PDL download, refer to

“Requesting PDL Download” on page 18.

If the PDL download is successful, perform a Store Close. This triggers Passport to

activate the new PDL and update the card table, including any new card types.

Note: These first two steps are especially important for stores that were running a version
of Passport earlier than V10 Service Pack K and upgrading to V12, as Passport
supports new credit card types beginning with V10 Service Pack K.

Review the parameters on MWS > Set Up > Network > Phillips 66 > Global Network

Parameters > EMV Parameters tab with the merchant or store manager. Advise them to

contact the Phillips 66 Help Desk at 1-800-426-3696 to discuss the financial implications

and suggested settings on this screen.

If installing a VeriFone MX915 or Ingenico iSC250 PIN Pad, ensure the EMV Capable

field is selected in MWS > Set Up > Register > Register Set Up > Device

Configuration.
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* If the upgrade was from V8.03:

- Use the Fuel Discount Configuration report that you printed before the upgrade to assist
the manager in reviewing and renaming Fuel Discount Groups in MWS > Fuel > Fuel
Discount Maintenance and reconfiguring MWS > Set Up > Network > Marathon >
Fuel Discounting by Card Type.

- Assist in activating the Multiple Loyalty Interface feature, if applicable; and advise the
manager of the Loyalty Provider Name in MWS > Set Up > Store > Loyalty Interface
that migrated from V8.03 and assist in changing the name if the manager requests.

* Print a new Site Level Card Based Fuel Discounts Report. If some card types no longer

have their fuel discount or if the manager wishes to target new card types with fuel
discounts, go to MWS > Set Up > Network > Phillips 66 > Fuel Discount
Configuration and update the fuel discounts accordingly. Select Save to save the changes
to the Passport database and exit.

American Express® is a registered trademark of American Express Co. Cisco® is a registered trademark of Cisco Systems Inc. CRIND®
and Gilbarco® are registered trademarks of Gilbarco Inc. Diners® is a registered trademark of Citicorp Diners Club, Inc. Discover® is a
registered trademark of Discover Financial Services. EMV® is a registered trademark of EMVCo LLC. Europay® and MasterCard® are
registered trademarks of MasterCard International Inc. FlexPay™ and Passport ™ are trademarks of Gilbarco Inc. FortiGate® s a registered
trademark of Fortinet, Inc. FuelMan® is a registered trademarks of FleetCor Technologies Operating Company LLC. GOLDsM is a service
mark of Gilbarco Inc. Hughes® is a registered trademark of The DIRECTV Group Inc. Ingenico® is a registered trademark of Groupe
Ingenico. Novus® is a registered trademarks of Novus Credit Services Inc. Phillips 66® is a registered trademark of Phillips 66 Company.
Tank Monitor™ is trademark of Gilbarco Inc. VeriFone® is a registered trademark of VeriFone Inc. Visa® is a registered trademark of Visa
Inc. Voyager® is a registered trademark of U.S. Bancorp Licensing Inc. Wright Express® is a registered trademark of Wright Express
Financial Services Corporation.
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